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communication and data. Among them, the SM2 elliptic curve public key cryptography proposed by the State
Cryptography Administration is an elliptic curve public key cryptography algorithm developed domestically, which
has the advantages of high security and short key. SM2 has been widely deployed in various communication systems
and is used in essential parts such as identity authentication and key negotiation. However, since SM2 involves large
integer operations on finite fields, the computational cost is high, and its execution on a low-power embedded
platform seriously affects the user experience. Therefore, an efficient implementation scheme of SM2 algorithm for
low-power embedded platform was proposed for ARM-m series processors. Specifically, Thumb-2 instruction set
was adopted to handle carry and save addressing cycles, basic operations such as modulo addition and sub-traction
of large integers were optimized, and the number of available registers on the platform was combined to build
efficient basic operations. Besides, based on the short multiplication and accumulation instruction cycle of ARM-m
series processors, the implementation of Montgomery multiplication was optimized, and an efficient modular
multiplication scheme was designed in combination with the CIOS algorithm. The scheme was no longer limited to
Mersenne primes, and greatly improved the speed and flexibility of modular multiplication. Based on the theoretical
analysis and experimental test, the window length selection method of the multiple point-scalar multiplication
wNAF sliding window method on the embedded platform was given. The experimental test results show that the
proposed scheme can effectively improve the computational efficiency of the SM2 algorithm on the
resource-constrained low-power embedded platform. Without pre-calculation, the test signature speed can reach
0.204s/time, the signature verification speed is 0.388s/time, the encryption speed is 0.415s/time, and the decryption
speed is 0.197s/time.

Keywords: information security, elliptic curve cryptosystem, SM2, embedded platform, optimization
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Figure 1  Structure of algorithm SM2

. SM

>§<1m
e

\ [as mw&
'Hmfmn?

ST 3

AR SCET X SM2 [E % 5y, 780 R R ThE Kk
AN ERRT,  SHAIE] ih 2 260 R i 1) i 2 I8 5
HATARALSEEUR 9T, X SR — L G E D IRk AT
sodE, FETTEREHE LT LA T .

1) 54 ARM-m %51 MCU Vi 47 -85 K BI4F
A, T 3T Thumb-2 $5 445 10 K BEBURIN
R E F AR, S5 & HEFRIEE
TR B, ML LibTomMath 15 % S2HLAY
RN 7 keI T 2.42 fi%.

2) FHEF G AT RERA m LRV A2 1)
R, AL THE DRI, HEE CIoS &k
ARSI E e S E S NN e
& F R IR AT B Mg AR 2 0L A & Bl A
P, R T M AR R BOE N TR E R p IR
Hilie) s, PEm T AR RIENE, A RCRA AR
REUERTTZ) 6.13%.

3) NAEEZBRIA S M5 ECC 2 A5 s
BRI TR IT R, FIH wNAF BETHR 2
& bR ETRE, i TR T ERSRERY B
() e P B 5 ) B e B, a8 SR 30 R B i T
g

4) TE#E%K Cortex-M3 AbER#% I TF & AR _E 3 H
AL T RSB T AE ] 256 r 2 04 5] #h 28 (1)
SM2 &4, W% NEAAR DL RN s
HHEAT 7 & 0 LIt . S8 Ik IE B 2 HY
AT RAUREZE, B2T 0.205 KDE4A,
0.415 /AP I &, #H Lk LibTomMath FF 5 %
LRI IR A A YRR IR T 1.62 %, I I Rede
T+ 1.59 f%.

1 BRHER
1.1 SM2 ¥ FEREL

SM2 Hi [ 1 28 25 i SRy i 45 7 2 4 2
RISIERE . N R, WA R
NM, REZL (r,s), AP, B4, EX
BIREE p EOWE & TN Yy =+
ax+b, BEEG, BEIENT.

) BM=Z,|M.

2) it e=H (M) .

3) FHBENLECR A= AR k e[L,n—1]

4) HEZ S SRRV (x, ) =k-G -



©32- 2% 545 I 2 sk 8 %

5) i & r=(e+x)modn , # r=0 B
r+k=n, &Ml 3),

6) it s=(1+d,)" (k-r-d,)modn , #
s=0, IR 3).

Hp, (| RoRHBPHE, Z, 0P 4 S0 ER
B or s ik 240, SW BPHEREIM, H N
TR A, X B T SR B R AR
ff) SM3 Z i 5L BB A e b o
BHTESOHE r o RAEESRDT,

) BM =Z,|M .

2) e =H,(M).

3) W= +s Ymodn, #Ft=0NEIEA
i,
D ITE 2 SR ERTE (x5, 0) =5 G+t- P,
5 WHE R=(+x)modn, K R=r &%
B, ST BRAIEE L, AN .

1.2 SM2 &%

Wil RIEM BN RESR M, KN Klen,
SM2 i Fia it R

1) HBENLECR A 38 = L BENLE & e[1,n—1]

2) MEZR S ERIEC =k-G=(x,),)
W C gt

3) WHEZMEEARERE kP =(x,,),),
Xy~ v, MR LURRER

4) {15t =KDF(x, || y,.klen) , #z A4 0 Lk
Feds, MERE 1),

5 HHC,=M®¢.

6) WHCy=H,(x, | M| ,) -

7) WHEL C=C |GG .

Forr, KDF JySCHR1TH R SCH) = BHIRAE B
., FATFRBEHSEEMETSE, R E R
—IR SM3 ZRERNE, @ RonRmiiss, MEH
FBEERET .

1) M#SCCHlE 512 f1C,, FEE
DIMRIR 2 b e, SR 2 7 e R i 227 AR,
WIANTH 2, Ui 2R L

2) R Z /AR dC =(x,,),), &
Xy vy FEHOALURR S

3) 115 t=KDF(x, | y,,klen) , U1t N4 0 Lk

Reef, U R

4) MWL C H B klen f C,, THH
M'=C,®t.

5) WHu=H,(x,[|M'||y,), BU#XCHIE
256 PLCy s Hru#Cy, MIARZE I,

6) fitHsT M’ .
1.3 R E X R FRR TR

SE SAEFRI F, LRI 2 75 e o

Y =x"+ax+b

a,beF,,(4a’ +27b*)mod p = 0

AW 530l e b ) R AR SRR [ 1] 7 e SR
i 28 vk il abel £,  jacobian I EE & 52 AL bR
ZA] LA O s Je i mlis . wz=0, il
X=x/z", Y=y/2°, W5EFARERS BOMh 5 h 28
HREY =X +aX +b WAy =x° +axz* +b2° .
RN R A Ra B B2 SEI AT 22 SCHR[23] BA SM2
B, (2R mbs IR RIS N gk
ITAARER R, MR Z A SRERTI 2 =1, S5RIK
2* BOSEREisAbbrit 254, (RS A LT
RFFHAT KR, WRERFARRNEE . S,
RS SN TR T2 ot 80 i, HISCHR[17]
e R, ARG APR RALE jacobian JINEE
S RAARR FINIE fs H AR /NI L
14 RIFSFIFE

5% i LRI ey 8 G v BRUHT AR R IE AT A
Fet AT maot &, WAL S 7 32 7 cpu, #
FAFR AT, EEIE — N p RIR R, ¥
WOE SR B is B A ki H . oid
reduce(T)=TR'modp , H ' ged(p,R)=1,% T
256 DI FHZRER R =270, T A 512 £ (1) 256 fir
Feiksi R RN R AR p EYTT, p' A-p
EATRIE R FRIYTT, SRS HFILE0E AT,

WO<T<Rp, A

(1)

T =TRR'-Tpp' 2
T +Tpp=TRR’ 3)
Lm=Tp , H
T+ pm=TRR’ &)
TR =(T + pm)/ R (5)

B R = 2% 15, 5% 256 S ARIFSEIN, V3 vk



55 6 3 REEZEAE: ARDFRIR AT 6 (1 SM2 F 3 A6 el +33-

(Tp'+kR)p+T)/ Rmod p = .
(Tp'p+T)/ Rmod p (©)
WO m B, T BB T (M 256 f745 p' H

Fef32] 512 f2 m.
K z=xymodp, AISETHE x'=xRmodp -
Yy =yRmodp, H

x' =reduce(xR?) 7

y' =reduce(yR*) )
z'=zRmod p = xyRmod p = ©)
(xy")R'mod p = reduce(x'y")
z=z'R'mod p =reduce(z’) = (10)

reduce(reduce(x'y"))

A LLIERE 4 SRR SR 20980 5 7k 256 fir3fe
% GEAUERECA D RitE z=xymodp, HT
Sk p A%, W p' A R* mod p JEAT 5
15 ¥REJLEGER

X ORBEH RIS, BRI TR AT
PLACE R, 1B RO B A IR T, A
AFLUIE I 3R B L A SRk a2 B/ e BB
S Cortex-M3 & B4 R WL AR HE RIS
PEREZI N TR S/ e 3 3 A% i EaL WL AR E
L, DAEAFAE x. v, 5 ged(a,b) =ax+by o
Wx N oa ERE p hEY, ATERRN
a-x(modp)=1, WEHRLged(a,p)=1. K afE
o p TP, W] 3 AR K AR 12 p=0
i, 321 x, B A SRS 45
1.6 Cortex-M3 & Thumb-2 {54

ARM 2 W]y 1 BEGT I W ] 2 A0 52 BR
TRENM TR, BT ARM-m RVIAGEEEE, H
H Cortex-M3 ALFLEEN T2, R ARMv7-M
R, BFEFTA R 16 7 Thumb f& 4 FEFI LA
32 A Thumb-2 $54244H) . Thumb-2 #£ Thumb
54 4E28K) (ISA, instruction set architecture) I
HHAT T REMSGE, '©5 Thumb L, BHEES
ARS8 B 44 16/32 ST48 I mERE . &6
71 Thumb-2 525 41K 1 iR,

2 HEEMRK

SM2 B35 Al DU DUl 558 B (4 A K O
256 AL KHEE, IS HAEA IRIH AT . W4 Gura

ST, MCU “F & IF 8 K KA E Ui 17,
PR e RE A A I 2 IR AT il D U5 A7 O, 4
FROSAE R A A o AT I AR DI FE IR A
V& IS A AL TT %, R SRR IR P
A7 ax BEAT S BRI
%1 5 Thumb-2 545
Table 1 Part of the instruction set Thumb-2
iR Ut

Fe e AR BB SN
AFH reg list 45 H T AA4R 51

LDMIA/STMIA Rn <reg list>

Ff
CMP Ra,Rb LW 5 5 25 A7 4 N 2 OF 18 bR
R

ADDS/SUBS Ra,Rb,Rc Ra=Rb+/—Rc, EMbRENL

ADD/SUB Ra,Rb,Rc Ra=Rb+/—Rc, AMEMAREN

ADCS/SBCS Ra,Rb,Rc Ra=Rb-+/-Re+/—#E i/ 47, 1824
AR VA

LDR Ra,[Rb,#immed] ¥ Rb FbbERE A immed
N4 3 Ra

UMLAL RdLo,RdHi,Rn,Rm  {RdHi,RdLo}+=Rn*Rm

¥ Rd 5 Rn %407 5 8045 ARAT
7£ Rd

EOR Rd,Rn

2.1 PURIEANR

BT A3 25 B A IR e R, 2R A
PruEE I RoRIS, $EAEEE —AALES T, B
Cortex-M3 V-5 1] 32 L2228 %1, Hlds 7] £ow
16+ 32 LrEERIEY, 64 (iyF SR, HSCHR[25]0]
A1, SRS R RAR, AR 31.25%. 1
16 37 K% 32 frs fF 5 4R (R FH R I AR I 32
MR8, ik, ASCfE 256 A0 BEEU 35
i 32 ML G5 88 A TR p 256 Lri it
I FREE 1 PR,

i1 256 A

WA % x, nEy, FEip

Bt z=(x+y)modp

1) (&,8[0]) < x[0]+ »[0]

2) X M1 o#H 7,
(&S0« j1+)jl+¢

3) Xfj M7 E0, EEHAT

3.1 if p[j]< S[/] goto 4

3.2 ifp[j]> S[/] return S

4) (&,2[0]) «- T70]- p[0]

5) Xfj M1 E]T7, EEHAT:

=R AT



34 o126 5 L A

%85

(&,z2[jD <« TLj1- plil-¢

6) returnz

THE RN 75 AE BN BT HEAT — IR 256 frja
%, Wz=(x-y)modp, 2FW pH y Wik
Jit=p-y, FMTIUHERMz=(x+)mod p -

Thumb-2 &8N 32 AL HEAL A IR
CFEH1S SM2 B O EER I 0 ek T AR A4k
SO, wE 2. W 3 o FIRE bR E AT 10
5464 (ADDS. ADCS) ¥it5r= LA ¢ 47
fii7E xPSR #7745 1) C dnfir b, LS~ —
B, AEERAE AT 98 E R R F SUBS. SBCS fi5 4 A2,
WK 3 . ARM32 A7 APRER 2R A 13 ANl
H# A4, 2 102 i xv y. p bk, BT
256 AR EAENAFHIESAEG, N TR ] REb
WAEREL, A LDMIA. STMIA 154 x —Ik
PENNELE] ra~r11 1, FFAK B RRREL 32 47 ps
pAEN T3, NRIELE MG S5 7E rd~r11 LR
15, PR, 13 MEHF SRR 2 B,

| Bl

W ittt

8]

V8]
B omonmifr

84 ADDS
(8] —= {4ADCS

B2 fRAMEATE 256 SN~R
Figure 2 The instruction set handles 256 bit modules plus

. 324

. MERLRR AL

x[8]

Vi8]

##4SUBS
—= 1§4SBCS
78]

B3 JRAMEALTE 256 SR
Figure 3  The instruction set handles 256-bit subtraction

*2 BRAFERHNE

Table 2 The register allocation

RS e

r0~12 X+ y- p itk
3 EEIEr L

ré~rl1 1154 LDMIA hn# i 256 A48 &
r12 GBS A2 3 BRAERL, LI {8

22 BUAMEREISFIHESR
B HAT IS AE & o N B, S
TRFREC AR R HOEY . LI 256 ik
%, BIFEELZR. % IE MCU 7 6185 #3in
AL HAE RS, FATREMG JRE, Whlh
B T5 A, IR ITERCRAME, R &ER T
Sat BARE AP IR 1.4 AN
SRR, R
z =reduce(z") =reduce(xyRmod p) =
reduce(x'y) = reduce(reduce(xR?) y) (1
AR THER, A 1.4 TR A B
SRRk, S M IR ET SR LA K 256
e, it —1, ARG IIEMAROPIREE &% 18,
A KT CIOS (coarsely integrated operand
scanning) L0 52 B O R LR L HEAT AL
k= R PP PRI UEZN U P P 8 S .
G 7 REML I FE . B RS RSk
PEIAFOPN JZ NG, BT KB s 50 4 BUE AR,
AMEARIRARTRE b & 32 7, B 2RI a 1
32 PLAELE A ¢ R RN, B R IR
e RN, BTE R ¢ BOE S AT A
fEay, AHLLSEAH R G L st o 5 07 X A%
IS T VT IEL . SR S R 2 SRR an 5 2 B .
Bix2 ZESMLREE
HIN 256 higkikdE R a b
Wi cios reduce(a-b)
i N0 7, EEWAT
1) C<0
2) XFj A0 E 7, HEHAT
2.1) (C,S)=tjl+aljlpli]+C
2.2) Hj1=S
3) (C,5)=18]+C
4) 18]=S
5) f9]=C
6) C«0
7) m=10]p’0]
8) (C,S)=1[0]+mp[0]
9) Xfj M1 7, EEHIT
9.1) (C,S)=tjl+mn[j]+C
9.2) {j—-11=S
@ (C,8)=1[8]+C



e

REEZEAE: ARDFRIR AT 6 (1 SM2 F 3 A6 el +35-

@ {7]1=S8

12) 18]=¢9]+C

e, BB 7) SO RRI26]4 LB Bt g,
B p'lo] C p' MK 32 fi0) A2 %A 256
B p' s SZHLRXT p01 A1 R? mod p #E4T 5,
i A& p' M1 R*modp, AT 7 A4 R
fiio B2, DUKR)SE RS RIS Bk 3
Fos o

BE3  udmEE RS RIBGRE L

BN RE x, FHL y, R p, gedp,b)=1
HR=b", p'=—p'modb

W, z=xymodp

) T, = cios_reduce(x,Rz)

2) z=cios_reduce(T,,y)

3) returnz
3 ZESRERANK

FRARFEN T A BRIRE S,
A RPN O RS 28 AR B RE TR
FIKBEM AR . A IET wNAF F i
HZ A5 ETevE, %O BN R E kT E
Gatd, FEPAT —LeTHE, R D AR A TR
MEGEHATINE . 5RIFRERRNEIEMEL, =
I RV AE F 745 4E {0,1} . NAF £/ {0,+1},
WENE {0,1,3,---,2" =1}, Hdrw N E DK . wNAF
HERAAOEEZ TRNFHE (0,£1,43,-,
£2% 1y, E AR T f R v SR v 0 A A
AL, KXy RFH p BhmEs, 4,
wNAF Sy AH oo 3l & a7 78 o5 B AH A 47 it 1 ol
TR PR EKE . EEPaT L 5N
bra RN U B ek B By, WL 4 R S
7R o

B3k 4 wNAF bR R

BN brEk

MY bR ki wNAF JEJTE 30 NAE, (k)

1) j«O

2) Hi=1h

21) # k NAEHE, k< kmod2",
k<k—k;, 5, k; <0
22) k«k/2, j«j+1

3) IR [EIFEE k i1 wNAF JEFFTE 30 NAF, (k)
B3R5 wNAF hrmaeyk ik
WIN P, B kI wNAF EIFER
NAF, (k)
Wit QO=k-P
D MR ERMKE K w W& S
3P,5P,--,(2" -1)P
2) 0«0
3) XML jap =151 0, BEEHAT
3.1) 0«20
32) #k;>0,0« Q+k,P
33) #k;<0,0Q—k,P
4) R[FQ
BAR, BEEERShrE K MNHESE (Eo
TLEMNMO FHR, WERRFEIE DA SR
kM E R, HAAR R IRIEERIN AT
THEATRIEPAT RN B, RIGE S B S I A7
133 1) 45 T vk AT IS FE AT I . — b,
Wi HA R R L, Tyl aTmeg, mitsE
B34, BT L2 R P B BB S A E S B
TREERMERE AR . THE [ E A G WIRVERT, Tt
SR RATE 2 RORIE P EEAEA, i Tt
SRR A A 28 AN T . F BRI RE IR AN R
HEAERIEA R, ik E M aRERS S
M2 AR, BBt E 8 R H T —
Wik . ZWENT SR INEIE PR, bR b K
256 B, ERE k RIMERET (Wkrs ikl
R E BN 256) ) wNAF b E I HEE
R 3 PR

=3 256 utr=EitEE
Table 3 256 bit scalar calculated amount

aknw PO BRI i
2 A+D 86A+256D 87A+257D
3 3A+D 64A+256D 67A+257D
4 TA+D 52A+256D 59A+257D
5 15A+D 43A+256D 58A+257D
6 31A+D 37A+256D 68A+257D
7 63A+D 32A+256D 95A+257D

H: AREAMZHE, DRERMGEAZH

TS BOTHERE w 15K 25K, [



©36- M55

B LAk

%85

I SRVET BT SR A BB TR SRS
b wNAF 5 205 A SRS IR b 2 L]
HEWD, T ST SRS, S T 2
R I AR RE .

4 WS

AT HAACSZI SM2 [ 35 Sk PERES
Y&, fHHTHET Tom StDenis 4%’E ] LibTomMath
TR K s 5 S BL) SM2 [ %5 SR bt Eb
ISR e P A (53] 2 R A PR 435 2 30388 v SCRiR[28]
G E S

ASCFEAT DA R AE A P 52 5 4 cortex-M3
) STM32F103ZET6 Ff KM Al ST-Link N #k#%,
RARH Ay 72 MHz (STM32F103ZET6 & 5
ANIFERE, BRI 72 MHz), 17t flash Ky
512kB; BRI A keil5.0 Jw % 5% . HiFSEfHE
FT7-03. -Otime. --apcs=interwork, T /5%
PEA AR thumb F5 424 H1 ARM 1828 IREG R
o CLZATE /NP Fe bR, BRI RS
— BB Ah A TFEVEREAT X EE VR

XTI B, i KU D R
s o), 8 S AT 10 IRA A SO R
keil5.0 H[) Simulator Xt A< SCSZEI AR AR LA
LibTomMath FI5 K %02 5 o B s gk 47
XFECIE, T R RS M e SUBCRE A,
SEHHHT TRET, RN 256 SRR, SRk
4 s, SEPAT 44 200 IR, 0] RASCEETHRIEE T
Thumb-2 & 2 MR AL 7 S AE RN S92 AT 3L
RITTHIIE, PEREIRT 2.42 fi%.

T4 FHEEMNKER

Table 4 Test result of prime field modulus plus

. 21 51817 SPRERIR
] e I8
Jrik RHEAEE TS
AL 2% 51.972 1.1758
LibTomMath J& 6% 177.628 40187

[FRERL, TETFRAR b SEBL BT i 7 = Al
— U A AL, AT RV . TR
TEREAS SM2 FEHIF8S i EL 2y 70%, DABENLA
SR AH TR 28 AL B X B AN SM2 Bl s 47 I 18] 3k 47
MWL, @it JTAG Wil s [a], 455
x5 .

5 AFENEREET SM2 EAMEENREER
Table 5 Test result of SM2 algorithm performance
under different modulus multiplication algorithms

M SM2 SM2 SM2 SM2

) BEZmTl/s  WOAEMTTAl/s  INEEITR)s  fREE IR/
SR LRES 06528 1.293 8 1.276 3 0.649 0
WHR[29] 0.4129 0.810'5 0.807 0 0.4103
MRz gesE 02199 0.4220 0.4292 02182
Sos!®! 0.258 1 0.498 8 0.503 9 0.256 1
FIOS!™! 0.369 6 0.722 4 0.722 1 0.367 1
AL 0.207 2 0.396 4 0.404 4 0.205 5

H T & A S A SR 7 s &%, [
K454 MCU “F S UiA7 8 KIRE s, BTk pfst
P 77 BT 55 J1°F & R IV M AR R 4L
W, HBES 703 p BIRE, BTG A TRk
B AN 35 5 ol 7 2 B A ] T 2R SOk R v 2 4
PERIFE SR, [N ST SM2 [ %5 5035 T A n iE 5
FEL p 3858, TR AT H A 5 F S OR B e 1) 2%
e AR,

RNTMVEZ A bR E R R bR R RN
s X1 000 RARKN 2 A4S bR e T T B (]
HATIRXS B, SR wE 4 s, HApmi-HEIT
BN 6 TR,

300

255418
250
196.415 196944  194.268

W WHH wNAF
(w=5) (w=4) (w=5)

PRy P BT

Figure 4 Result of multiples scalar multiplication

192.191

i)t/ s
—_ = N
[ (=3 W (=3
(=} (=} (=) (=}

wNAF
(w=4)

R
T

&6 FIHEFHIT
Table 6 Analysis of pre-computed overhead
EZ T UIN i i byt afeid:
Feik i ) 5 e FERT /s FER /s
kR IT 0% 0 255.418
WEE (w=5) 7.6% 14.976 196.451
WEE (w=4) 3.7% 7253 196.944
WNAF (w=5) 7.7% 14.951 194.268
WNAF (w=4) 3.8% 7.272 192.161




6 XEERE: RIMFEIRA T &1 SM2 B2 F el + 37

S5 R R T, B w=4 B wNAF SRR
& 3 Al 1, IR w B S B 4 it E—
DR, HSEBRIE G AR R B s > T
RIS, 8075 RE TR B 25 AN T — PRVE
N w=4, &R T ARA SR, X T SRk
TE S (AT 2 AT, R B K HUE AT A
H LT AE o

HXE T LibTomMath JF 4 3l iz 51 SE i
1) SM2 BEFEAT X EEE, RIS T )
SM2 [ %5 AR A T 58 IR B A4 14 e 3R IR AT VR
flio XA W, NMALR. INE. BEEH
FHAT 1000 RECEIAME, 4 %mi5%%,$
RZEZ R RTIA 0.205 #b/Ik, INEH#EE 0.415 #/
Q,M%ﬁ$ﬁ$ﬁﬁELMMMMhiﬂ%
SM2 [E %503, Atk aetet 1.62 f5, I tae
I 1.59 £,

1022 Mt [ekx

" 1.0F ® LibTomMath
S 08f
Zo06F 0536 0516 0537
oy 0388 | 0415
hFZ:;‘ozos | 0.1970 020

. | I |

SMzgg. Sszﬁg SMZhui’ SM2fiFs MR

Bls  SM2 BLikiliias
Figure 5 Result of algorithm SM2

5 £5RIE
A PRI FER AR F G T SM2 H

ERASEITT R, Hoilid Thumb-2 #5451
SRR T o IS HALER, X E R
FPECRE: B RINFEIRNA R G U187
REFRHIRE i, T A SREREFAT SRR,
e CIOS ByEW T T s se i H 7%, M
LM SR R BUE IR | T RIEMEACR . SRR gE R
B, AR SCeh H AR AL SE I B A AR SM2 B2
AT S, SREG M A B T 0.205 Bk 4,
0.415 FH/UCINE R, AT LASE by Hoih 2 7E(R T #E
AN EH LSO HEL 5nEN R, BA
A v P SE B R A1

ERPEE

[1] FEZCEDE M. SM2 M L APIH 5L 1 s 2l

GM/T 0003.1-2012[S]. A7 EARHE H A, 2012:8.

State Cryptography Administration. SM2 elliptic curve public key
cryptography algorithm part 1: general provisions: GM/T
0003.1-2012[S].8 Beijing: China Standard Press, 2012: 8.

Tk, Wik, ﬁﬁ G BT SM2 IRE B AR T AR AT
UEJT R[], W% 515 B 22404k, 2022, 8(2): 122-131.

LUO Y R, CAO J, LI H, et al. Electronic invoice public verification

[2

—

scheme based on SM2 joint signature [J]. Journal of Network and
Information Security, 2022, 8(2): 122-131.

BREE, Al SN, % BT SM2 ZBik RN E R g ek
FERGVATI]. BT BT LR, 2022, 30(5):100-103, 108.

CHEN F, ZOU H, WU Y N, et al. Design of power information

[3

—

security monitoring system based on sm2 cipher system[J]. Elec-
tronic Design Engineering, 2022, 30(5):100-103, 108.

TR BT SM2 ITCIEBINE SIA]. BG4, 2021, 8(1):
87-95.

CHENG C H. Certificateless encryption algorithm based on SM2 [J].
Journal of Cryptography, 2021, 8(1): 87-95.

MONTGOMERY P L. Modular multiplication without trial divi-
sion[J]. Mathematics of Computation, 1985, 44(170): 519-521.
KOC C, ACAR T, JR B. Analyzing and comparing montgomery
multiplication algorithms[J]. Micro, IEEE, 1996, 16(3): 26-33.
SOLINAS J A. Generalized mersenne numbers[M]. Faculty of

[4

finar}

[5

=

[6

—_

[7

—

Mathematics, University of Waterloo, 1999.

[8] PARIHAR A, NAKHATE S. High-speed high-throughput VLSI

=

Architecture for RSA montgomery modular multiplication with ef-
ficient format conversion[J]. Journal of the Institution of Engineers
(India) Series B, 2019, 100(2): 217-222.

[97 RAHMAN M S, HOSSAIN M S, RAHAT E H, et al. Efficient
hardware implementation of 256-bit ECC processor over prime
field[C]//2019 International Conference on Electrical, Computer and
Communication Engineering (ECCE). 2019: 1-6.

[10] ERE K, skifpiee, Vrgk. SM2 LIIIRA TR BLES BEIH 5 LB ). i
BN TS N, 2022, 58(2): 102-109.

WANG T F, ZHANG H F, XU S. Design and implementation of
SM2 special instruction coprocessor[J]. Computer Engineering and
Applications, 2022, 58(2): 102-109.

[11] DINGJN, LIS G, GU Z. High-speed ECC processor over NIST
prime fields applied with toom—cook multiplication[J]. IEEE Trans-
actions on Circuits and Systems I, 2019, 66(3): 1003-1016.

(1275, VAT, WRmeA, &5 WTHL R SM2 SR e ).
JBAE 2R, 2022, 43(3): 30-41.

LI B, ZHOU Q L, CHEN X J, et al. Optimization of reconfigurable
SM2 algorithm over prime field[J]. Journal of Communication,
2022, 43(3): 30-41.

[13] HOSSAIN M S, KONG Y. High-performance FPGA implementa-
tion of modular inversion over F_256 for elliptic curve cryptogra-
phy[C]//2015 1EEE International Conference on Data Science and
Data Intensive Systems. 2015: 169-174.

[14] ZHOU L, SU C, HU Z, et al. Lightweight implementations of NIST
P-256 and SM2 ECC on 8-bit resource-constraint embedded de-



38 o126 5 L A

%85

vice[J]. ACM Transactions on Embedded Computing Systems
(TECS), 2019, 18(3): 1-13.

[15] M, i3k, EMONy, 5. — P T EIP Ab 2% i w4 ik
SM2 B H T R[] T 515 AR, 2022, 44(10): 1-10.
ZHU H, HUANG Y K, WANG F W, et al. A high throughput SM2
digital signature computing scheme based on graphics processor[J].
Journal of Electronics and Information Technology, 2022, 44(10):
1-10.

[16] LONGA P, GEBOTYS C. Efficient techniques for high-speed ellip-
tic curve cryptography[C]//International Workshop on Crypto-
graphic Hardware and Embedded Systems. Heidelberg, 2010:
80-94.

[17] COHEN H, MIYAII A, ONO T. Efficient elliptic curve exponentia-
tion using mixed coordinates[C]//International Conference on the
Theory and Application of Cryptology and Information Security.
1998: 51-65.

[18] SETIADI I, KISTIJANTORO A I, MIYAJI A. Elliptic curve cryp-
tography: Algorithms and implementation analysis over coordinate
systems[C]//2015 2nd International Conference on Advanced In-
formatics: Concepts, Theory and Applications (ICAICTA). 2015:
1-6.

[19] LONGA P, MIRI A. Fast and flexible elliptic curve point arithmetic
over prime fields[J]. IEEE Transactions on Computers, 2008, 57(3):
289-302.

[20] HANKERSON D, MENEZES A J, VANSTONE S. Guide to elliptic
curve cryptography[M]. Springer Science & Business Media, 2006.

[21] ISLAM M M, HOSSAIN M S, HASAN M K, et al. FPGA imple-
mentation of high-speed area-efficient processor for elliptic curve
point multiplication over prime field[J]. IEEE Access, 2019, 7:
178811-178826.

[22] EZEBE . SM3 %iB44550%: GMT 0004.4-2012[S]. b
B EBRAE AL, 2012:8.

National Cryptography Administration. SM3 password hashing
algorithm: GMT 0004.4-2012[S]. Beijing: Standards Press of China,
2012:8.

[23] RIVAIN M. Fast and regular algorithms for scalar multiplication
over elliptic curves[J]. Cryptology ePrint Archive, 2011.

[24] GURA N, Patel A, Wander A, et al. Comparing elliptic curve cryp-
tography and RSA on 8-bit CPUs[C]//International Workshop on
Cryptographic Hardware and Embedded Systems. 2004: 119-132.

[25] Advanced Micro Devices, Inc. AMD graphic core next[R]. Ad-
vanced Micro Devices, Inc, 2011.

[26] DUSSE S R, KALISKI B S. A cryptographic library for the Moto-
rola DSP56000[C]//Workshop on the Theory and Application of
Cryptographic Techniques. 1990: 230-244.

[27] MUIR J, STINSON D. Minimality and other properties of the
width-w nonadjacent form[J]. Mathematics of Computation, 2006,
75(253): 369-384.

[28] LB, SM2 MfIE 2k A A DSV 5 W2 4uE
X: GMT 0003.4-2012[S]. Jb3t: o Bl bzl AL, 2012.

National Cryptography Administration. SM2 Elliptic curve public

key cryptography algorithm Part 5: Parameter definition: GMT
0003.4-2012[S]. Beijing: Standards Press of China, 2012.

[29] EIB. 2T GPU 1) SM2 #3282 MR UE Rk (K PRIE LI S 010
[D]. kg EHERCIE K, 2020.
YAN M. Fast implementation and optimization of SM2 digital
signature and verification algorithm based on GPU [D]. Shanghai:
Shanghai Jiaotong University, 2020.

[EE R

X|8E%& (1998— ) , B, LFAERLAN,
PO PRI R A A, AR
) A B RD SE  E ME Re A Ak

Z=RE (1968 ) , H, WEREAN, 4
+, MR TRE KRR, AR
W, BRI S . T4
e, BitEge. BRBEmEE

e

&g (1981- O , H, WEAOAN, H
+, WRHETRE RS, gLES
I, ETHI T O EE 7 A S R AR
o w AU R EM R P R
YAz,

HIEH (1998— ) , T, WILFEMA,
POl TR R, FER R
T A B 6 Sk T M B AL

XIMZR (1992— ) , B, WEEHA,
75 % B PR R L, RERR
A% 55 A 22 4. ATE AT . %
sk,




	4-AQ22130-˘cæ.pdf

